ALL WAR REPRESENTS
A FAILURE OF DIPLOMACY.

- Tony Benn
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are taken to reduce greenhouse gas emissions. What is new, and what is the significance of these reports?
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@ The Assessment Reports, the first of which had come out in 1990, are the most
comprehensive evaluations of the state of the earth’s climate. Hundreds of experts go
through every available piece of relevant, published scientific information to prepare a
common understanding of the changing climate.

@ These reports also form the basis for international climate change negotiations
that decide on the responses at the global level. It is these negotiations that have
produced the Paris Agreement, and previously the Kyoto Protocol. The Paris
Agreement, negotiated on the basis of the Fifth Assessment Report, seeks to keep the
rise in global temperatures “well below” 2°C from pre-industrial times, while “pursuing
efforts” to limit it to 1.5°C. The Sixth Assessment Report, however, has presented lots
of evidence to suggest that pursuing a 2°C target could be disastrous, and more
ambitious actions need to be taken to keep the temperature rise within 1.5°C.

@ The latest report has, for the first time, made an assessment of regional and

sectoral impacts of climate change. It has included risks to, and vulnerabilities of,
mega-cities around the world. For example, it has said Mumbai is at high risk of sea-
level rise and flooding, while Ahmedabad faces serious danger of heat-waves.

@ Lucknow and Patna, according to one of several studies cited in the IPCC report,
are among the cities predicted to reach wet-bulb temperature (a metric of humidity) of
35°C if emissions continued to rise.

@AIso for the first time, the IPCC report has looked at the health impacts of climate

change. It has found that climate change is increasing vector-borne and water-borne
diseases such as malaria or dengue, particularly in sub-tropical regions of Asia. It has
also said deaths related to circulatory, respiratory, diabetic and infectious diseases, as
well as infant mortality, are likely to increase with a rise in temperature.

@ According to the IPCC report, global sea levels will likely rise 44-76 cm this
century if governments meet their current emission-cutting pledges.

@ droughts and heatwaves will trigger biodiversity loss, as well as human
migration.
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B The West Bengal
GUABINMENT'S amitious
Deocha Pachami coal block
mining project despite the
announcement of a relief
and rehabilitstion packags,
W widespread protests
which resutted in the amests
of mire people nclndng
sroncemist-actiist Prasenjit
Base.
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W Considered the Largest
coal bleck in the courtry,
Deocha Pachami has
resenves ol ancend 1,198
millicn tonnes of coal. Chief
Minister Mamata Baneres
stated that the mining
project will creste sbout
o |akh jabs,
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W Experts,
envimorenantalists and
sctivists have raised o host
of lssues concerning the
pitfalls of going shead with
plans for gpen £ast mining
of coal at a time when there
e galls ta cul back an
fiassil fuels to tackle global
WARTNG.
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EXPLAINER

Land protests over Deocha Pachami
coal block

Why are local villagers upset despite a revised relief and rehabilitation package?

SUDIFTA DATTA

The story so far: The West Bengal
government’s amsbitous Deocha Pachami
caal hlock mining project at Mohamimad
Bazar in Birbhum district has nm into
hurdles over land acquisition and other
issues, Om February 20, mine people,
inclueling economist-activist Prasenjit Bose,
were arrested at a rally v procest agalnst the
proposed project, being underiaken by the
Wit Benggal Power Development
Corporation. Bail has been rejected, and
Bnse and others hive been sent o judicial
custody till March 1 when they will be
produced in court again. On Monday,
Fehruary H, Chief Minister Mamata Banerjes
annoiinced & SML\‘.‘IIL'N'J |:|.-|.i£|' HI'HJ.
rehabifitation package, and said there will be
no farcible acquisition of lnd for the
project, which was awarded to the State by
the Centre in 2018,

What is the project?

The State govermment is planning to start
mining at the Deocha Pachami coal block,
considered to be the largest coal block in the
couniry with reserves of anound 1,158
million wonmnes of coal and 1,400 million
cubic metres of basalt, spread over an area
of 1231 sg. km, whidh is amoumnd 3,400 acres.
Theere are around 12 villages in the projec
area with a population of cver 21,000,
comprising Scheduled Castes and Scheduled
Tribes.

Hawever, the £35,000 crore Bengal
gavernment project is fadng prodests over
land acquisition. The government awns
100 acres, of which 300 acres is forest

land, laug peeds 1o scquire the nest 1o begin
coal mining,

Why are locals upser?

Villagers represented by the Birbham Jomi
Jechan [eevika O Prakiti Bachan Mahasabha
(Eirbham Save Land and Ermvironment
Protection Crganisatiom) have been
organising protests and rallies against the
project, with activists claiming that there Is a
“misleading propaganda” that kocals are
willing o “pive land voluntarily ™. Locals,
maosily Santhal tribals, have close affinity
with the [and, with forests and waterways,
and rely on it for their needs, Activists said
that instead af engaging with the pecple on
thesir grievamces about the coal mining
project, they, logether with the tribals, were
being harassed and had been armested under
alse and seriows changes. Variouws nther
organisations have leant thelr volce to the
protests and spolen out against alleged
police atrocities, induding the Samyukt
Kisan Morcha (which had led the year-long
Earmers' stir on the borders of Delhil, the
Jowaharksl Nehru University Students
Unbon, Bangla Samskrit Mancha and the
Teachers Against the Chmate Crisis. Experts,
environmentaliss and activists have raised a
host of issues concerning the project and the
pitfalls of going abead with plans for open
cast mining of coal at a time when there are
calls to cut back on fossil fusl to tackle global
warming. Also, the project details have not
yet been made public; and the environment
chearance is awaited,

What Is the compensation package?
Chief Mimister Mamata BaneTjer insists that
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the Stabe needs the mining project, saying it
will create abowt one kakh jobs. The Srare
grvernmient revised the reliefand
relabilitation project, which will cost the
exchequer E10,000 crare, to give land losers
a better deal. The Chief Mingster claimed
that of 4,300 familbes who will be affected by
the project, about 1,600 Gamilies hawe
deciced to hand over their land willinghy.

Uniber the revised relief & rehabilitation
(R&R} package for Deocha Pachami coal
block, a person kaving land in the area will
et doubde the market value along with 100%
sokatium as land cost (e, around 713 Bkh
per biggha), “Buili-up area of tee ndividual
houses to be provided 1o all families (along
with separate houses for all adult members
al the family} has been incressed lrom 600
5q it i0 700 5q . Compensation in liew of
built-up houses (for those who will opt for
meaney) has been Increased from 5 lakh per
family to &7 lakh " according to the
grvernment. While the orgina] B& R
package provdded for cne job for one
member of every famély at the jumior podice
cotstable bevel, in the revised package, those
with higher qualifications will be provided
with a higher grade posting in the police ar
an equivalent posting in cther departments,
Actotal of 5,000 peaple will get jobs, the
prvermmient sid.

Along with this, bong-term residents of the
area wha are not landaowners will be
provided with land patta and a
compensation package, the Chief Minlster
anmounced. “The governmeent will develop
this project and na land will be given to
private players, There are some mine awners
wha are trying te spread misinformation

among people. Despite this, if amone does
not want w gve land we will not force and
will devwebop the project exclading that

portian,” Ms. Banerjes said.

Are the protests similar to Singur and
Mandigram?

When Ms. Banerjee was in the Oppositon,
she spearheaded a massive prodest at Singur
against forced knd scquisition that led the
Tatas to exit the State with the Mano small
car prigect. In 2007, bnd acqoisition for a
proposed chembeal hub during Lelt rule also
rurned vinlent. The protests at Deocha
Pachami comes at a time when the
Trinamool Congress goverrmyent, in is third
term, has been frying to shed its
anti-industry image and bring back jobs o
the 5tate and stop large-scale migrathon of
youngsters o ather States

maiE

@ Locals, mostly Santhal tribals,

have close affinity with the land,
with forests and waterways, and
rely on it for their needs.

@ Experts, environmentalists and
activists have raised a host of
Issues concerning the project and
the pitfalls of going ahead with
plans for open cast mining of coal
at a time when there are calls to cut
back on fossil fuel to tackle global
warming. Also, the project details
have not yet been made public; and
the environment clearance is
awaited.



The controversy around the $500 million MCC grant to Nepal

‘What is the MCC? Why are domestic parties opposing economic assistance from the LLS.?

@ Nepal parliament approved the Millennium Challenge Corporation Nepal

Compact a $500-million grant from the United States for electricity transmission
and road development projects, after five years of keeping it on hold. The grant
was ratified with an imperative declaration attached to it.The declaration states
that the U.S. grant is not part of the Indo-Pacific strategy and Nepal’s Constitution
would be above the provisions of the grant agreement. It also mentions that the
grant will solely be perceived as an economic assistance.

@ The Millennium Challenge Corporation (MCC) is an independent U.S. foreign

aid agency, which was established in 2004 by the country’s Congress to offer
“time-limited grants promoting economic growth, reducing poverty, and
strengthening institutions,” to low and lower-middle income countries through a
selection process. While this is the current official definition of the aid body, MCC
was proposed by the George Bush administration post the 9/11 terrorist attack,
as a tool to counter global poverty and international terrorism, citing the rationale
that poverty and terrorism are linked.

@ Nepali political parties have been divided on the MCC agreement over fears
it would undermine Nepal’s sovereignty by pulling it into the US’s Indo-Pacific
Strategy (IPS), which focuses on countering China a country Nepal has close ties
with. The compact is also seen by some observers as America’s answer to
China’s Belt and Road initiative, a road development program that the Nepal
government signed in 2016.

@ There is skepticism of some of Nepal’s parties, that the compact would go

against its constitution, which binds the country to a strong principle of non-
alignment.
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@ Finlandisation means that a smaller power

bows down in front of a larger power to
safeguard its titular independence.

@ The origin of Finlandisation can be traced

back to the Cold War. Finland did not join
NATO and there was no interference from

Moscow due to the Finno-Soviet Treaty of
1948.



Ready to give
Aadhaar card
to sex workers,
UIDAI tells SC

KRISHNADAS RAJAGOPAL
NEW DELHI

The Unique Identification
Authority of India (UIDAI)
on Monday informed the
Supreme Court that it was
willing to issue Aadhaar
card to sex workers without
insisting on proof of resi-
dence/identity, provided
they got a certificate from a
gazetted officer of the
health departments of the
States or from an official
with the National AIDS Con-
trol Organisation (NACO).

The suggestion came in a
petition before a Bench of
Justices L. Nageswara Rao
and B.R. Gavai on the lack
of food security for lakhs of
sex workers across the
country, especially during
the years of pandemic.

The court has been hear-
ing arguments about how
authorities and communi-
ty-based organisations
could reach out to sex work-
ers and provide them with
ration card, voter card and
Aadhaar card without dis-
closing their identities. Sex
workers still battle social
stigma even at the cost of
food security.

‘Secure personal info’
Advocate Zoheb Hossain,
for the UIDAI, submitted
that it was an obligation to
ensure that sections of so-
ciety did not lack access to
their basic rights like food
because they did not have
an Aadhaar card. Justice
Rao said personal informa-
tion, including their identi-
ties, would have to remain
confidential. The court
further directed that State
governments should take
steps to issue voter cards to
sex workers identified by
NACO and community-
based organisations after
verification of their lists.
The court asked the State
governments to submit
fresh status reports in three
weeks and scheduled the
next hearing after a month.

Supreme Court observed that fundamental rights
are guaranteed to every citizen irrespective of
vocation and directed the central government to
start the process of issuing voter ID, Aadhaar and
ration cards to sex workers.

The Unique Ildentification Authority of India (UIDAI) on
Monday informed the Supreme Court that it was willing to
iIssue Aadhaar card to sex workers without insisting on
proof of residence/identity, provided they got a certificate
from a gazetted officer of the health departments of the
States or from an official with the National AIDS Control
Organisation (NACO).



Counting the costs

Talks to end the war are a must as sanctions
on Russia will hurt the wider world

aturday’s announcement by the U.5., the UK. and
S European allies, including France and Germany,

of a raft of ‘further restrictive economic measures’
to increase the costs on Russia for its invasion of Uk-
raine has just raised the risks of a more widespread eco-
nomic fallout from this war. With a view to further iso-
lating Russia from the international financial system,
the western allies decided to block ‘selected’ Russian
banks from the SWIFT messaging system used to vali-
date and complete international payment transactions.
They also resolved to impose restrictions on the Rus-
sian central bank’s ability to access and deploy the
country’s “war chest’ of an estimated $630 billion in fo-
reign exchange reserves. The immediate impact of
these moves on Russia's economy and financial markets
have manifested in a sharp depreciation in the value of
the rouble — the currency tumbled almost 30% intra-
day to a record low against the dollar in Asian trading
on Monday and has weakened about 26% so far in 2022.
They also forced the country’s central bank to more
than double its benchmark interest rate to 20%, the
highest in almost two decades, and impose controls on
capital flows. Russia’s largest lender Sherbank found its
European arm facing a run on its deposits, which the
European Central Bank warned could lead to the unit’s
failure’. With Russians waiting in long queues outside
ATMs on fears of likely cash shortages, the country’s ci-
tizens face the real prospect of runaway inflation.

But the economic costs of Vladimir Putin’s unilateral
decision to embark on what he called a ‘special military
operation’ to describe Russia’s all-out invasion of its
western neighbour last week are already being felt
worldwide, European banks and companies with signif-
icant business exposure to Russia have taken a beating
on the bourses given the extent to which the sharp esca-
lation in the sanctions is certain to hurt their operations
and revenues. And though the western allies have care-
fully avoided any mention so far on closing the tap on
Russia's massive exports of oil and gas that contribute
substantially to the country’s current-account surplus,
concerns about possible disruptions to shipments from
the world’s second-largest producer of oil have pushed
the price of Brent crude futures well above $100 a bar-
rel. With most large European economies majorly re-
liant on energy supplies from Russia, the spectre of ris-
ing energy costs fanning a bruising acceleration in
inflation in Europe and worldwide is very real. At a time
when a durable recovery from the shock of the CO-
VID-19 pandemic is yet to take hold, the war initiated by
Russia, and the consequent sanctions on it, especially if
widened to cover countries that seek to bypass the
sanctions regime, pose a challenge to the global econo-
my that Rabobank’s economists projected could be ‘so
bad’ as to be unquantifiable. Expedient negotiations to
end the conflict are the only way forward.

@ economic costs of Vladimir Putin’s unilateral

decision to embark on what he called a ‘special
military operation’ to describe Russia’s all-out
invasion of its western neighbour last week are
already being felt worldwide. European banks and
companies with significant business exposure to
Russia have taken a beating on the bourses given the
extent to which the sharp escalation in the sanctions
Is certain to hurt their operations and revenues.

@ concerns about possible disruptions to shipments

from the world’s second-largest producer of oil have
pushed the price of Brent crude futures well above
$100 a barrel. With most large European economies
majorly reliant on energy supplies from Russia, the
spectre of rising energy costs fanning a bruising
acceleration in inflation in Europe and worldwide is
very real.



The SilverLine is not a vanity project

It is prart of a long-term effort o moderise the economy and create new jobs in Kerala
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The detote around the SikerLine,
the propesed semml high-speed ralt
wiry i Bl has nschind & bEnd ab-
ey, I the progest, funded parsly by
whe Gl OVErTAMIENN, OGS
thieiggh, the S0kl oenetre ditace
between Keralas capital Thinsanas-
thagruram and k3 morthem-mosi dis-
wricr Kasaragod coeld b covesiad n
b than four houn. Thie jowmey
ke at least |2 hours nos: Ba many
itk of the new rallway question
ke vy ki oo gl ipind trwel
Keraky, arguing that there would not
e enouigh riders. The Scne govers:
s, ar HE jard, is vt b correioe
e peniple that the caibeay line can
e 3 catalys for a progreste mans
Frmuation of Korali's soonatmy.

¥ may be veeful for Kerala ingo-ore-
er the experience of apan in bl
g the woekTs first ever high-sped
ridl linm, called i Shinkaman. b
ihe 150w, there were wrios dmbes
bt 113 whatd by, in @ country thal
ol Bt deecasbaded By thee Sevursl
Wirkd ‘War, Blossrwer, moer sinae ix
nauguration . 1958, Shinkansen
by bz i i el et ard i suie
bl of Japan” s sconnmic reargEnce.

Slodernising the soonossy
By the 198k, Karals had achiasd
mie of ihe preconditions reqired
o am ecanamic ke-afl. o recand
in public Besdth asl education ghan
s fhemy comiimee i he nosed was noi
oy thee Bt In the coumiry baE coamr
perable oo thar of the B Aclan Tige
sronmmess Hirearas, She poonama
apporunity dipped away lor Eerala,
whikch secetned & reladvely i shase
of public scior irestmeng i is
frastruciure, md research and ace-
emiic instinmdons. Oeer the decades,
Kimrala hus bavn . lange saporier of
salle Estimaies muggest the bet
w1 one and one-and-a-half millon
puisnpili: Frie Kerala are emplogad in
bigh-akilled jote: — a8 morses, -
mesers, seachers, media professon-
ak, e s0on - suslde the Siae,
muind of ther cutside fhe cousiry
There i o a growing realision
thed nEw ECONDE activies have w

“The conoers. reqaring ervironmencal impacts sndcompenation (o thowe

wha Ipae the Lind for the project must be Boosked imin” & ssrvey stone of the
sropomed Siverling project being rersoved from s padry feld in Parskioadres
sarchurt, Emakelam, = s

e numred widhin Kerala, drawing
an the ke of @5 aluceed job
seelkers, T collepes omd sniersioes
acrms the S, 168,000 enpol for
Rertiary education ety pear, wlhich
nchude G whe join engineer
ng cowrses. The Kerala Scae Pl
slieg Bovared heg oot rad. dhar puovica i}
irn i lrededgedod  soonomic
growt, In addition to iourkm and
infoemsion echioslegy, the semrs
m which Karads sivs polential s
slude heakkcaee, [6e soienoes, bie
wectnology, media and animation,
Sy ————
and artifctsl inieligence.

In the post-pandemic workd, =
coripanks seek gnoerss and e
cnngesivl gpoces, Kerals offerea um-
e advaniage. Modern sconomic
aoUiiTes can Thiive acrs (he length
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iving conditions, mie pehlc sces,
enelem heaki and extucation Sl
tiims, @i 0cETes comnectiviny, and
all ot molem amenities
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Builling sn effeciim public irmgor
sysiem b cemital in realisng Kerala's
ECONNE; ambitions. The propaosed
sammi high-speed caibway, which will
cover 1 of Kepakr's |4 districis, 2=
sumes mporiance i this comesr,
The SikvenLine ool serve fe Mimc.
taim ok 5 ol wehersan vl v
wem for the whole of Kerala, with
each of s sogs beeoiming nosles fox
Feiune mrranmic geeeath., This soukd
e dmilar i the way the local traim
bave gplited the ecommy of the

reater Mumbed regon o m the
larg-run irepacts sade by the Los-
don  Undergrommd  ralway.  The
mardiern disnices of Eerala will be
sudil in particelar,

= fact, she need i have fregqueni
stops G an iniersal of poughly 50
ke partly aaplains why Eerala les
opted for 2 s bigh-wpeed, and nei
2 high-speed. rallway kne. The moaxk
i spera] thee com be amalned oa
the wemi highogend line g
planmed in Keraky wall be 3HI b per
Yecrar, while Trdres cam run al a speed
e e ——————

The debate must comtinue

Thie Stale goveranent has 1o diive
o the point thot the Stheriine &
mot A vanhty project. but par of 2
ong e &l 10 midernise the
aconeny and coaaie new jobs in Kar
k. Many of the oriticsme agatns
the: rall nerwork will simply wither
sty when e [t i viswed as 1

1 ol sormarmose'y, nd not inday’s,
Kenala, catering m ohe nesds of a
siich bigger econoiry. There e
concema that the mil project may
damage the erpdranment in the shon
fuin, especilly Suring e comsIn
n stgge ik iw the long mun, thee
aremn detbis that a public irmsport
symem such as the Slverling, nan on
nmrwable eresgy and capuble of
camying more than 2 million posen
gers a day, will help pecuce polluion
ana] Cailbon erabision.

B s abo e that a bind-scaeoe
Kemala camnot afiard so depend on
wha posa] mevwork For s Riure rae
spport newde. The number of meine
wehiches o the Staie's roadk has dow
il et ihe las docade. Thers wine

W o BE3 540 crore, of

M4 milion velicles in Kerala in
), which inchided 1.1 miliom
cars-and eeps, all for a popalazion of
A5 million. The nomter of soddens
wivodving diotor welickes has Been
rigng svephe Com el wadbne
mational highway, the propossd seml
Mgl apeeeid ralvay will pedpilne oaly
b the armarent o land bt can ey
hes times the mafic Gooomdng ma
e chrculated by the Kerada Rl De
whpmand Corporation]

The mil progecs, which wil ke
fve years I comiphete, b expecied
soiighly T.5% ol
Kiabi's smanesd income, et the arg-
meni that the rallway constnuction
will piesh Berada ineo s dite burden &
=i cormeet. | arves o an e
tian that the soramy wil remn
whete It B ioday. As Kerala's scond
sy ankemes with D sl g
By the new rail e, the debt will be
within menageable Timits, The fears
Whit he comstruction of the seml
igh-speed rail il couse natiral o
kmides may be oslounded. Even o
i crisenases an e rbayuals - prodie
darram, the Japanse highapeed @i
perwork has seen o fvl accidents:
i e Wb Lt s decadks,

Tha public detvte cirmaring the B
manrial and sechnical aspecs of the
Sverline projec mst contme
et sddreis questiors such
whether the new iy should nm
on standard grege o bowsd gauge,
and whether the medansaion of
the exiing maibvay neiwock wil
urn oiE 8o be 3 more oost-efl ectfee
aptinns than the bralling of & sew ral
Enw. The concerms regarding armi-
rommenl impans anid compenes-
wian o those wio lose their land for
[ —————r—— .
planning for the raitway should not
e done in Bolaros, Tt go hard in
Badia] with the miasobes (o Peisvige
raiw ihe indisirtal, echaology and
iourlam ssciars in the Sae

Al ol diess AT be doe i 4 B
wartHoaking and limebound s
mer. Wedbemm 40 sy, the discussions
shotikd be well informed, based not
i by buit o e anti i and tech-
miral inpuis. 42 the same sme, the
wolpes thar rejs auergh the plars
B @ imsederm ral el in Kerali
must reibise thoe they are doing
grave irustice oo the Soee’s fuure
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The StlverLine Ls not a va wi’.tk] prqjec—t

o Article explaing about the SilverLine project, how the railway line can be a catalyet for a progressive transformation of
Kerala’s economy.

i i i 5 T
ne project «
What is the -SI[UEF-LI proj ot | % SILVERLINE
The project entails building a semihigh-speed railway corridor through Kasaragod \ - CORRIDOR
the state linking its southern end and state capital Thiruvananthapuram Kannur —, * P
with ite northern end of Kasaragod. i ol

o The government claime the SilverLine project can take a significant N

< .
: Thrissur ——+—_ "« |
load of traffic off the exigting stretch and make travel faster for @  CochinAb _:_; o,
commuters, which in turn will reduce congestion on roade and help g Ernakulam — ?,_::
reduce accidents. T Kottayam e
o <
<  Chengannur -=-"":' ‘H =7

e The government claims the line will also reduce greenhouce gae
emissions, help in expansion of Roll-on/roll-off (RORO) gervices,
produce employment opportunities, integrate airports and T corridors,
and enable faster development of cities it passes through.

Thiruvananthapuram ————_

L-__l

Asgessment
e Over the decades, Kerala has been a large exporter of skills. Estimates suggest that between one and one-and-
a-half-million people from K erala are employed in high-skilled jobs — as nurses, engineers, teachers, media
professionals, and so on — outside the State, most of them outside the country. There is now a growing
realisation that new economic activities have to be nurtured within K erala, drawing on the talents of its educated

job seekers.

e Building an effective public transport system is central to realising Kerala’s economic ambitions. The SilverLine
could serve the function of a fast-paced suburban rail system for the whole of Kerala, with each of its stops
becoming nodes for future economic growth.

o Theprojectis part of a long-term effort fo modernise the economy and create new jobg in Kerala. Many of the
eriticieme against the rail network will simply wither away when the project is viewed as a part of tomorrow’s, and
not today’s, Kerala, catering to the needs of a much bigger economy.

® There are concerns that the rail project may damage the environment in the short run, especially during the
construction stage. But in the long run, there are no doubts that a public fransport system such as the SilverLine,
run on renewable energy and capable of carrying more than a million passengers a day, will help reduce pollution
and carbon emigsions.

e The concerns regarding environmental impacts and compensation to those wholose their land for the project
must be looked into. The planning for the railway should not be done inisolation, but go hand in hand with the
measures o reinvigorate the industrial, technology and tourism sectors in the State.



Reporting cyber attacks
IF there is incentive for firms not to disclose security actacks,
it affects cyber security and data protection

-

=
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The Minkstry of Electronles and Information
Technology is likely o come out with new
cyber security regulations, as indicated by
Minister of State Rajeey Chandrasekhar at a
recent cyber security event. The essence of
this regulation will be o puat tse amus on or-
ganlsathons to report any cyber crime that
miay have happened agadnst them, including
dlaita beaks. Clause 25 in the Data Protection
Bill 204 says that data fiduckarbes should re-
port any personal and non-personal data
breach incldent within 72 hours of becoming
aware of a breach. Even the golden standard
for data protection, namely the European
Union General Data Protection Regulation
{EU GDPR), has & elawse for reporting data
breach Incidents within a stringent thmeline.

Security breaches

While this, in principle. is likely o improve
eyber security and reduce anacks and
breaches, why are there continuing breach
incldents every minute? According te Cyber-
crime Magazine, i it were measured as a
country, then eyber erime — which is pred-
icted o bndlict damages totalling §6 wrillion
globally in 2021 - would be the world's third-
largest ecanomy after the U5, and China.

Apart from privace firms, government ser-
vices, especially critical wilities, are prone to
cyber aracks and breach incidents. The ran-
somware atack against the natfonwide gas
pipeline in 2021 in the U.5. virtually browghit
down the transportation of abour 45% of all
petrol and diesel consumed on the east
ooast. Hence it 1s lmportant that even cyber
antacks on government and state-owned en-
terprises be reported so that carrective ac-
tions can be taken on the security of critical
infrastriscture of the nation.

What is the lagie behind incidence repart-
Ing? If Incldences are reported, the Indian
Computer Emergency Response Team and
others can alert organisations about the as-
sociated security vulnerabilities. Firms no
yet affected can also take precautlonary
measures such as deploying security parches
and improving their cyber security infras-
Iructure.

But firms are reluctant o notly the
beeach incidents po the regulators. This is be-
cause any security or privacy breach has a
megative impact on the reputation of the as-
sociated firms. An empirical study by Com-

paritech indicates that the share prices for
firms generally fall around 3.5% on average
over three months following the breach. In
the long term, bresched companies under-
performed in the market. After one year,
share price of breached frems fell 8.6% on av-
erage, resubting in a poor performance in the
stock market. 5o, firms weigh the penalties
thiey face for not disclosing the incidents ves-
sus the potential reputational harm due 10
disclosure, and decide scoordingly.

The other important aspect & enforce-
ment of the regulstion and associared rules.
Howe will the regulatar come tw know when a
firm does not disclose a security breach? Ie
can be done only through periodic cyber se-
curiry swdits. These audits should be com-
prehensive enough o identify such incidents
that might ot have been reported by the
firm. Unfortunately, the repulators in mose
countries including Indla do not hawve such
capacity to conduct security audits Frequent-
Iy and completely. If either the probability of
sich audits is low or the probahility of ind-
g breach necldents during such audits s
bow, thiere |s incentive for the firms not to dis-
chose security attacks.

Possible solutions
Glwen the above complex nature of diselo-
sure, what could be the possible solutions
apart from enacting rules? The first & thar
the government empanel third party cyber
security auditors for the conduct of periodi-
cal eyber security Impact assessments, pri-
marily amongst all the government depart-
ments, both at the national and State level,
0 thar security threars and incidents can be
detected proactively and incidents sverted.
The government can also mandate that pe-
rlodic security audic repaorts be published by
private firms and arrange to conduct sur-
prise security audits towards enforcements.
The Mindstry, as part of cyber security as-
surance |nitkatives of the Government of In-
dia, to evaluate and certify IT security pro-
ducts and protection profiles, has ser up
Common Criteria Testing Laboratories and
certification bodies across the country.
These schemes can be extended towards
cyber securlty audits and assessments as
well. Much like 1BM, which set up a large
cyber security command centre in Bengalu-
ru, other large firms can also be eneouraged
o set up sich centres for protection of thedr
firms' assets. Such measures will also pass
the muster of the EU GDPR, thersby moving
India closer to the set of countries that have
the same level of cyber securlty and data
protection a8 that of EU, for seamless cross-
barder data flow.
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Re‘Porthg Y ber attacks

@ The Ministry of Electronics and Information Technology is likely to come out with new eyber security regulations, the
essence of thig regulation will be to put the onus on organigations to report any eyber crime that may have happened
againgt them, including data leaks. The Data Protection Bill 2021 says that data fiduciaries should report any personal
and non-personal data breach incident within 72 hours of becoming aware of a breach.

@ According to Cybercrime Magazine, if it were measured as a country, then eyber erime — which is predicted to
inflict damages totalling $6 trillion globally in 202! — would be the world’s third-largest economy after the U.S.
and China.

@ Apart from private firms, government services, especially critical utilities, are prone to eyber attacks and breach
incidents. For example- The ransomware attack against the nationwide gas pipelinein 202[in the U.S. virtually
brought down the transportation of about 45% of all petrol and diesel consumed on the east coast. Hence it is
important that even cyber attacks on government and state-owned enterprises be reported so that corrective
actions can be taken on the security of eritical infrastructure of the nation.

What is the logie behind incidence reporting?

@=lfincidences arereported, the Indian Computer Emergency Response Team and others can alert organisations
about the agsociated security vulnerabilities. Firme not yet affected can aleo take precautionary measures such as
deploying security patches and improving their cyber security infrastructure. But firms are reluctant to notify the
breachincidents to the regulators. This is because any security or privacy breach has a negative impact on the
reputation of the associated firms. [n the long term, breached companies underperformed in the market.

® When a firm does not disclose a security breach- the regulator can know only through periodic eyber security
audits. These audits should be comprehensive enough to identify suchincidents that might not have been reported by
the firm. Unfortunately, the regulators in most countries including [ndia do not have such capacity to conduet
security audite frequently and completely.

Given the complex nature of disclosure, the possible solutions apart from
enacting rules are-

® The first is that the government empanel third party eyber security auditors for the conduet of periodical eyber
gecurity impact agsessments, primarily amonggt all the government departments, both at the national and State
level, so that security threats and incidents can be detected proactively and incidents averted.

@ The government can also mandate that periodic security audit reports be published by private firms and arrange to
conduct surprise security audits towards enforcements.

® The Ministry, as part of eyber security assurance initiatives of the Government of India, to evaluate and certify [T
security products and protection profiles, has set up Common Criteria Testing Laboratories and certification bodies
acrogs the country. These schemes can be extended towards eyber security audits and assessments ag well.



